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As 6G networks take shape, ensuring their
security, resilience, and trustworthiness is

more critical than ever.

The XTRUST-6G project is at the forefront of
securing next-generation wireless
communications by integrating cutting-edge
technologies such as zero-trust security,
guantum-safe cryptography, and Al-driven

cyber defense.

Coordinated by CERTH, this initiative brings
together 19 leading organizations from 12
countries, working collectively to enhance
the safety and reliability of future networks.
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Key

Objectives

XTRUST-6G focuses on pioneering
security solutions tailored for the
unique demands of 6G environments.

The project aims to:

o

Develop Zero-Trust Security
architecture to increase resilience

Provide risk-based situational awareness
with proactive security tools

Implement Al-based zero-touch
E2E protection

Enhance visibility, control, monitoring
and security orchestration

Ensure trustworthy operations using
blockchain for identity verification,
lifecycle management & compliance

Secure the 5G+/6G supply chain by
establishing an OSS security framework
& Al-driven risk-based detection

and remediation
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Key

Innovations

The XTRUST-6G introduces six key
innovations to revolutionize the
security of 5G+/6G networks:
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Zero-trust security, enabling real-time
risk-based access control tostrengthen
6G resilience, reduce cyber breaches, and
enhance public trust.

Collaborative extended detection and
response (C-XDR) improving situational
awareness, reducing attack response time
and safeguarding European supply chains.

Blockchain-powered identity verification
ensuring tamper-proof digital identities and
secure O-RAN asset lifecycle management
and reinforcing EU digital sovereignty.
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safeguarding 6G networks against physical layer
attacks.

Cyber deception techniques, such as Al-driven
honeypots, enhancing intrusion detection
and preventing costly data breaches.

Federated learning and graph-based threat
modelling enabling privacy-preserving Al
security and collaborative threat intelligence
sharing, while Al-powered automation optimizes
energy efficiency, aligning with EU Green
Deal’s objectives.

www.xtrust-6g.eu

Pilots

To validate these innovations, XTRUST-6G will
conduct five pilot deployments across multiple
sectors, demonstrating real-world security
applications:
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6G-enabled EV charging infrastructure
resilience - Integrates 5G/6G into EV charging with
zero-trust and zero-touch security, ensuring reliable
network slices, congestion prevention and enhanced
communicationvia O-RAN mechanisms

Safeguarding 6G-connected autonomous
vehicles - Enables Al-driven cyber-attack
assessment in Autonomous Vehicles and secures
smart mobility by protecting 5G+/6G infrastructure
with encrypted communication, policy-based
autherization and collaborative security

Quantum key distribution for end-to-end 6G
security - Ensures 6G security through QKD-based
encryption for authenticated E2E communication
and secure backhaul links

Securing UAV-assisted 6G communications -
Enhances UAV security in 5G+/6G with encrypted
communication, audit mechanisms and physical-layer
protection strengthening resilience against attacks

Securing O-RAN & Virtualized 6G infrastructure -
Protects O-RAN systems with intrusion detection,
zero-touch security orchestration and software
supply chain security for cloud and edge
applications

These pilots will provide crucial insights into how 6G
security solutions perform in different environments.
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